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Abstract

In this article, we address the divergence theory and practice related to mixed-criticality systems (MCSs) for real-time
scheduling from an industry perspective. We identify the practical problems in consideration of design aspects, such as
time partitions, the decomposition of tasks, degradation scenarios, fault handling for safety, and criticality mode of MCS.
The identified problems in design will induce theoretical limitations and difficulties for adopting prior works to practice.
In prior works, criticality modes were viewed as equivalent to the assurance levels; however, these assumptions seem to
be too simplified for studies far from practice. They may lead to solutions for real-time scheduling in MCS going in different
directions that are highly divergent from the real-world situation. Hence, we propose new models for MCS that are closer
to practice. Here, criticality modes are separate from the assurance levels of tasks since the criticality modes exist for
degradation or safety scenarios, whereas the assurance levels of tasks, hardware, and software components exist to
represent reliability for requirements, designs, verifications, and validations. Based on the newly proposed system models,
we will show a way of extending prior works with the proposed mode-based priority protocol for real-time MCSs. The
proposed mode-based protocol is easily implanted with existing real-time schedulers or the Automotive Open System

Architecture platform.
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In the automotive industry, the requirements of autonomous driving, connected cars, and electric vehicles (EVs) are
increasing, with the resulting growth of software complexity and architecture [1-3]. For EV, the following main design
principles for future electrical/electronic (E/E) architectures and software design are proposed in [4]: 1) flexible E/E
architecture: future E/E architectures should be based on a centralized or hierarchical topology with scalable electronic

control units (ECUs) to execute all hardware-independent software functions; 2) highly integrated mechatronic components:
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sensors and actuators should become the smart components that communicate over standardized data interfaces with the
E/E architecture; 3) a standardized communication backbone: a time-triggered homogeneous in-vehicle core network must
be developed that can guarantee the required quality of service; and 4) operating system/middleware: new technology must
be developed and deployed to take extra-functional properties into account. With this design, mixed-criticality systems on
multiprocessors will be widely developed for EVs, while traditional safety-critical systems, such as powertrains, battery
management systems (BMSs), and inverters, will be developed for safety and their specific functionalities. Hence, complex
scheduling can be used for future automotive systems, while static or dynamic fixed priorities on uniprocessors are used
in the traditional automotive industry. There is an opportunity for previously studied scheduling to be used in the
automotive industry since real-time scheduling is more important to this industry as compared with the consumer

industry.

Many studies have been published on real-time mixed-criticality systems (RTMCSs) since Vestal proposed scheduling
algorithms for a mixed-criticality system (MCS) in 2007 [5-6]. However, the divergence between theory and practice in
RTMCSs is still a barrier to adopting academic studies in industry. Misinterpretations of RTMCSs in theory have been

addressed from a safety perspective in [6-8]. Again, academic scope and limitations are addressed in [9].

The term “system criticality” in Vestal's model described the operation modes instead of assurance levels in [6,7]. However,
we can observe that the numbers of operation modes and assurance levels are equivalent in the vestal’s models, and
consecutive studies have used the term “criticality mode” for the operation mode. A simplified model, where the number
of assurance levels is equivalent to the number of criticality modes, and tasks are dropped when their assurance levels
correspond to criticality modes, seems to restrict the extension of studies, since many studies have been conducted based
on this model. The term “importance” is used, since the automotive safety integrity level (ASIL) is determined by
considering severity, controllability, and probability of occurrence according to ISO26262; one task will have a higher ASIL
than another task if they have the same severity and controllability but different probabilities of occurrence [6,7].
However, we claim that the term “importance” in prior works signifies the assurance level. The reason that probability of
occurrence is one factor used to determine the assurance level is that failures of functions cause hazards only in specific

conditions or in operation modes [10-13].

The probability of occurrence is equivalent to the probability of specific conditions or operation modes occurring. For
instance, there are tasks 7; and 7, assigned to ASIL-A and ASIL-B, respectively. They have the same severity and
controllability but different probabilities of occurrence. Here, 7, is assigned to ASIL-B and represents a relatively high
probability of occurrence, while 7, is assigned ASIL-A and represents a low probability of occurrence. The question is, if
the system is in overload condition and needs to drop either 7; or t,, which task needs to be dropped? Dropping t; is
comparatively safe, because in specific conditions or operation modes, the system has a low probability of causing a hazard
with 7,. Hence, “importance” in prior studies relates to the assurance level in a simplified MCS model that does not consider
strategies to drop tasks as specific conditions or operation modes. Most MCSs in practice still do not have such strategies
[11]. The timing isolation by scheduling decision is also issued in [6,7]. However, a scheduler is the highest ASIL level,

which is the lowest failure rate and able to access other lower ASIL components and the timing isolation by scheduling
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decisions as ASIL is a property of schedulers and scheduling algorithms to separate from traditional schedulers and

scheduling algorithms.

In this article, we address the design considerations of real-time scheduling for MCS and difficulties and limitations of prior
works to adopt practice from an industry perspective in consideration of requirements, designs, and implementations for
MCS. In addition, we propose the MCS models close to industry practice for a real-time scheduling and develop a mode-
based priority protocol (MPP) for real-time scheduling on the proposed MCS models. We report a case study on designing

MCSs in practice to elucidate the proposed MCS models.

There are two main elements distinguishing an RTMCS from traditional real-time systems. One is that it handles a timing
fault caused by an actual execution time (AET) exceeding the estimated worst-case execution time (WCET), while the other
is handling systematic faults. From a safety perspective, a timing fault is a subcategory of systematic faults, and such faults
may cause system failures. An AET exceeding the estimated WCET can be improved by the development process. However,
there is no specific guideline for WCET measurement, while there are guidelines for design and test methods like assurance
levels in 1IS026262 and IEC61508. For real-time scheduling, we need to distinguish timing faults from other faults.
The list of faults causing timing failures comprises the following:

e F1) Systematic faults in a scheduling algorithm.

o F2) Systematic faults in a schedulability analysis.

e F3) Systematic faults in an implemented scheduler.

e F4) Systematic faults in estimated WCETs.

e F5) Systematic faults in estimated interarrival rates (EIRs).

e F6) Systematic faults in high-criticality (HC) tasks.

e F7)Random hardware (HW) faults in HW handled by HC tasks.

e F8) Systematic faults in low-criticality (LC) tasks.

e F9) Random HW faults in HW handled by LC tasks.

F1 to F3 are managed by the development process requiring the highest effort. Hence, we can assume that F1, F2, and
F3 will not occur. F4 and F5 are managed in verification and validation, but there is no safety guidance. Static analysis
and task-based runtime measurements are performed in the verification phase. Scenario-based runtime measurement
is performed in the validation phase. However, it is hard to ensure the correctness of estimated WCETs with scenario-
based runtime measurement due to HW uncertainty [14,15]. The accuracy and F5 affects F2, but we separate F4 and F5
from F2 for future studies, since methods to measure the WCET can be separately researched for increasing accuracy
and decreasing efforts and costs. The accuracy of estimated WCETs depends highly on test efforts in practice. F6 and F7
are managed by the development process, requiring efforts and costs depending on their ASIL according to safety the
guidance. F8 or F9 affects F6 or F7, since the wrong software code or abnormal HW operation can cause AETs exceeding
the estimated WCETSs or actual interarrival rates (AIRs) compared with EIRs. F8 and F9 can be solved by scheduling the
algorithm in consideration of criticality inversion. Hence, solving problems F4, F5, F8, and F9 represents novel areas

with F1 and F2 for RTMCSs, and they are mostly issued in practice.
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Lemma 1. Systematic faults in tasks or random HW faults can cause AETs exceeding WCETs or AIRs exceeding EIRs.

Proof: An unexpected infinite loop is a systematic fault that can cause an AET of the task exceeding an estimated WCET
of the task. An unexpected event invoking tasks is a systematic fault that can cause an AET of the tasks exceeding the
EIRs of the tasks. An HW fault causing a delay in response time can cause an AET of a task waiting for an HW response

exceeding the WCET of the task. An HW fault causing an event can invoke a task unexpectedly.

In the criticality inversion, LC tasks preempt HC tasks. The criticality inversion will not cause timing failure if a task set
is passed schedulability test based on traditional RTS, such as deadline monotonic (DM), rate monotonic (RM), or
earliest deadline first (EDF) approaches. However, HC tasks may not meet the deadlines if F4, F5, F8, or F9 occurs. For
instance, if AETs exceed the estimated WCETSs and the priorities of LC tasks are higher than the priorities of HC tasks,
then the HC tasks may miss their deadlines. If the AIRs of sporadic tasks are higher than the EIRs of the tasks, and the
priorities of LC tasks are higher than the priorities of HC tasks, then the HC tasks may miss their deadlines since

schedulability analysis is no longer valid.

Definition 1. Criticality inversion failure is when HC tasks miss the deadline due to lower criticality tasks running.

The criticality modes are for safe states or graceful degradation. The fail-operational, fail-safe, and fail-silent modes are
well-known degradation strategies. These are defined in [16-18] as follows:
e Fail operational: One failure is tolerated (i.e., the component remains operational after one failure). This is
required if no safe state exists immediately after the component fails.
e Fail safe: After one or several failures, the component directly reaches a safe state (passive fail safe, without
external power) or is brought to a safe state by a special action (active fail safe, with external power).
e Fail silent: After one or several failures, the component exhibits a quiet behavior externally (i.e., remains

passive by switching off), and therefore, does not negatively affect other components.

In practice, system designers can give constraints for deadlines and periods corresponding to criticality modes
according to the degradation scenario or safety scenario. Generally, the implicit deadline is more prevalent in
automotive practice since an explicit deadline increases the complexity of requirements, SW design, and HW design for
a whole system, as well as its subsystems. Criticality modes are generally switched as safety scenarios in a fail-safe
system and degradation scenario in a fail-operational system. The fail-safe system focuses on how to ensure the system
is safely halted according to a safety scenario when faults are detected. Each criticality mode as a safety scenario does
not require all SW and HW components to run; thus, only SW and HW components corresponding to a criticality mode
will run. A safety scenario defines faults corresponding to criticality modes; that is, faults can trigger the system to go
to one of the criticality modes according to the safety scenarios. However, the fail-operational system focuses on how
to make a system keep running as long as possible because a halted system also causes critical damages. Flights or

autonomous driving cars will give critical damages when systems are halted. An MCS design highly depends on the
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degradation scenarios or the safety scenarios, which also affect scheduling policy. A set of tasks corresponding to a
criticality mode must generally meet the deadlines in a fail-safe system, which is a hard real-time (HRT) characteristic.
In a fail-operational system, some tasks in a set of tasks corresponding to a criticality mode can tolerate missed
deadlines. Hence, the tasks have soft real-time (SRT) characteristics. Traditional automotive systems are generally

require a fail-safe system, but autonomous driving requires a fail-operational system.

Definition 2. In a hard RTMCS, the sets of tasks corresponding to the criticality modes meet deadlines in the criticality
modes if F4, F5, F6, F7, F8, and F9 do not occur. These faults cause tasks to miss deadlines, but criticality inversion

failure is not allowed.

Definition 3. In a soft RTMCS, the sets of tasks corresponding to criticality modes missing a deadline is tolerable in the

criticality modes without criticality inversion failure.

Definition 4. In a hybrid RTMCS, there are SRT tasks and HRT tasks. The sets of SRT tasks and HRT tasks correspond
to the criticality modes. The SRT tasks missing deadlines are tolerable in criticality modes without criticality inversion
failure. The HRT tasks meet the deadlines in the criticality modes if F4, F5, F6, F7, F8, and F9 do not occur. Those faults

cause HRT tasks to miss their deadlines, but the criticality inversion failure is not allowed.

A challenge in RTMCSs compared with traditional RTSs is time partitioning. Traditional hard real-time scheduling
(HRTS) has also been developed for safety-criticality systems, but this is not considered in terms of the time partition.
A time-partitioned system means that low-assurance tasks do not interfere with high-assurance tasks. (That is, low-
assurance tasks do not affect high-assurance tasks becoming not schedulable). This is similar to a memory-partitioned
system in that low-assurance software components (SWCs) cannot corrupt the memory of high-assurance SWCs.

Criticality inversion induces problems only if criticality inversion failure occurs.

Definition 5. A time partition is a mechanism to prevent criticality inversion failure.

Theorem 2. DM for fixed priority and EDF for dynamic priority with execution and arrival time monitoring are optimal

for the hard RTMCS.

Proof: The sets of tasks corresponding to criticality modes must be feasible in each criticality mode, regardless of the
criticality of tasks for the hard RTMCS. Hence, DM for fixed priority and EDF for dynamic priority are optimal. AETs and
actual interarrival times (AITs) are bounded to estimated WCETs and estimated minimum interarrival times (EMITs)

under execution time and arrival time monitoring, respectively.

The SWCs are typically decomposed to degrade the ASIL as the decomposition helps to reduce development efforts

while a system still fulfills the safety requirements [24-28]. The development cost and efforts increase exponentially as
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the required ASIL is changed from ASIL-A to ASIL-D [29,30]. Supposing that we set the WCET of tasks as Quality
Management (QM), ASIL-A, ASIL-B, ASIL-C, and ASIL-D in ISO026262, we decompose the ASIL-D task to four ASIL-A(D)
tasks. The four ASIL-A(D) tasks are deemed to have ASIL-A criticality. In previous studies, four ASIL-A(D) tasks have
probably been simultaneously dropped in admission control, which causes critical system failure. Hence, we cannot

drop the tasks as only ASIL.

According to 1S026262, ASIL-D can be decomposed to ASIL-C(D) and ASIL-A(D), ASIL-B(D) and ASIL-B(D), or ASIL-D(D)
and QM(D). ASIL-C can be decomposed to ASIL-B(C) and ASIL-A(C) or ASIL-C(C) and QM(C). ASIL-B can be decomposed
to ASIL-A(B) and ASIL-A(B) or ASIL-B(B) and QM(B). ASIL-A can be decomposed to ASIL-A and QM(A).

The system designer defines system behaviors corresponding to sets of tasks necessary to run in different criticality
modes. A set of tasks runs in a mode. The tasks necessary to meet deadlines can have different assurance levels in

practice, but they were assigned the same assurance levels in prior studies [31-49].

Definition 6. An implicit criticality mode (ICM) is when the criticality modes are equivalent to the assurance levels. The
number of assurance levels is the same as the number of criticality modes, and a set of tasks with the same assurance
level is guaranteed to run in a criticality mode:

A set of criticality modes: M = {M,, ..., M,;},

A set of assurance levels: L = {L,, ..., L,,},

A set of system behaviors: s = {sq, ..., s, },

A setoftasks: 7 = {ty, ..., Tin},

s; = {1t € TAL, = L(t)A(ty run in M;)}.

Definition 7. An explicit criticality mode (ECM) is when the criticality modes are not equivalent to the assurance levels.
The number of assurance levels is not the same as the number of criticality modes, and a set of tasks with different
assurance levels can be guaranteed to run in a criticality mode:

A set of criticality modes: M = {M,, ..., M, },

A set of system behaviors: s = {s;, ..., s, },

A setoftasks: 7 = {1, ..., Tip },

s; = {txltr € TA(T) Tun in My)).

Theorem. 3 The ICM model cannot meet safety-critical systems if there is a set of tasks with decomposed tasks.

Proof: A high-assurance task can be decomposed to two tasks where the assurance level will be lower than the original
assurance level. If the criticality mode is switched from low to high, the system guarantees that high-assurance tasks
will run and drops lower-assurance tasks than when the criticality mode is switched. However, the original assurance
level of lower assurance tasks can be high. Hence, the system cannot guarantee high assurance level tasks to run in a

high-level criticality mode. For instance, there could be four assurance levels, A, B, C, and D. In ICM, the system
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guarantees A, B, C, and D assurance tasks will run in A, B, C, and D criticality modes, respectively. A D assurance task can
be decomposed to two B assurance tasks, and a B assurance task can again be decomposed to two A assurance tasks. If
the criticality mode is switched from A to B, then the system guarantees that B assurance tasks will run and can drop A

assurance tasks.

Schedulability analysis requires an exact estimated WCET. Generally, the complexity of MCSs is much higher than that
of single-criticality systems due to its number of functions to fulfill requirements and hardware architecture. Hence, it
is hard to achieve an exact WCET. However, if the estimated WCETs are incorrect, then the result of schedulability
analysis will also be incorrect, which may cause severe damage. There are two main concerns for setting estimated
WCETs for tasks in MCSs, which are as follows: 1) If we measure a WCET for a task in the worst condition, such as
disabling the cache and the longest execution path, then the estimated WCET becomes too pessimistic since there is
almost no probability of task executing in such a condition; and 2) if we measure WCETs as use cases, then the
correctness of the WCET depends on test efforts and system complexity. (That is, the correctness of the estimated WCET
will increase as test efforts—which again depend on system complexity—increase). However, we still cannot prove how
correct the estimated WCET is in measuring WCET as a use case. In practice, the second method is prevailed upon to set
WCETs for tasks with specific margin values; this normally comes from the experience of engineers or field data, since
standards like 1S026262 and IEC61508 do not provide guidance on timing tests as assurance levels. Therefore, we
typically generate internal guidance to have the estimated WCET as an assurance level. For instance, we can increase

the number of test counts, code coverage, and number of use cases as assurance levels.

Definition 8. In an implicit WCET (IWCET), the correctness of WCET for a task depends on the assurance level of the
task.

Definition 9. In an explicit WCET (EWCET), the correctness of the WCET for a task does not depend on the assurance
level of the task.

In an IWCET, it is necessary to make efforts to use the estimated WCETSs as assurance levels of tasks. However, in the
EWCET, we must expend a lot of effort into having exact estimated WCETs of all tasks, regardless of the assurance level.
The EWCET is prevailed in practice since it is hard to find rationales for using the IWCET. In fact, if we consider only
safety certification, then we do not need to make a significant effort to measure the WCET since the safety accessor
usually focuses on the development processor rather than specific real-time models or schedulability analysis and they
do not know whether methods to measure the WCET are correct since there is no guidance in 1S026262 or IEC61508.
Nevertheless, we manage the WCET in a significant effort for safety and availability, which directly affects system quality
in practice. Hence, discovering rational methods of setting the estimated WCET as assurance levels of tasks, such as

probability WCETs, can dramatically reduce development efforts and costs [19-23].
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Vestal assumed thatin C;y = C;z = C;c = C;p, for static mixed criticality with no runtime monitoring (SMC-NO), A is the
highest assurance level and D is the lowest assurance level [5]. He also mentioned, “For each task T; we want to assure
to level L; that t; never misses a deadline. We assume this level of assurance is achieved when the analysis is carried out
using compute times having the same level of assurance” [5].

Proposition 4. The criticality mode of SMC-NO is an ICM.

Proposition 5. The SMC-NO is a hybrid RTMCS.

Proposition 6. The WCET of SMC-NO is an IWCET.

Theorem 7. SMC-NO is not a timing-partitioned system in F4, F5, F8, and FO.

Proof: There can be LC, high-priority (HP) tasks. If AETs exceed the estimated WCET, or AITs exceed the EMITs in LCHP
tasks, then HC, low-priority (LP) tasks miss the deadline. Hence, the system will not support time partitions in F4 and

F5. F8 and F9 can cause F4 and F5, as shown in Lemma 1.

Intuitively, we can know that the measured WCETs for a low assurance level task are less exact than those for a high
assurance level task due to different test efforts for execution time measurement. Measured WCETs for high assurance
level tasks can be directly used for WCETs for both a high assurance level and low assurance level because it is the exact
value that can be used in HC mode. However, measured WCETs for low-assurance tasks cannot be used directly for high-
assurance WCETSs. A margin value needs to be added to the original measured WCET for high-assurance WCETs in low-
assurance tasks. Hence, the gap between WCETSs for a low assurance level and high assurance level in a low-assurance
task will be larger than that between WCETSs for a low assurance level and high assurance level in a high-assurance task.
For example, C;y, C;5, Cic, and C;p of alevel A assurance task 7; can be equivalent, since a WCET is measured in assurance
level A. However, Cia and Cig of level B assurance task 7j can be different, since a WCET is measured in assurance level
B, and the WCET of assurance level A needs to be set to a more conservative value than that of assurance level B.
Cig, Cjc, and Cjp of level B assurance task 7; will again be equivalent. Hence, high-assurance tasks are likely to be deemed
HP, even in LC mode, and this characteristic brings them close to becoming criticality as priority assignments (CAPAs).
In other words, if a set of level A and level B assurance tasks are not schedulable, then the B assurance tasks will be
assigned to a lower priority despite having a smaller relative deadline. Another characteristic is that, if a fault from an
LCHP task occurs in LC mode without execution time monitoring, inducing the execution time to exceed WCET, then the

HC task may also miss the deadline. Hence, criticality inversion may result in HC tasks missing deadlines.

WCETs are set differently based on the criticality of a task because executed jobs have different levels of criticality (as
opposed to conservativity) of WCETs compared with static mixed criticality (SMC) [31,32]. The same priority
assignment as in Audsley’s approach and SMC response time analysis (RTA) are used for both SMC-NO and SMC. The
only difference between SMC-NO and SMC is that jobs will be aborted in SMC if the AET exceeds WCET with execution
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monitoring, whereas jobs cannot be aborted in SMC-NO even if AET exceeds WCET since there is no execution

monitoring.

Proposition 8. The criticality mode of SMC is an ICM.
Proposition 9. The SMC is a hybrid RTMCS.
Proposition 10. The WCET of SMC is an IWCET.

Theorem 11. The SMC is not a timing-partitioned system in F5, F8, and F9.

Proof: There can be LCHP tasks. If AITs exceed EMITs in LCHP tasks, then HCLP tasks miss their deadline. Hence, the

system will not support time partitioning in F5. As shown in Lemma 1, F8 and F9 can cause F5.

If AET exceeds C;(LO) for tasks in a low criticality level, then the system criticality level is changed from low to high,
and all LC tasks are dropped in adaptive mixed criticality (AMC) [31,32]. The main difference between AMC and SMC is
that AMC drops all LC tasks if AET is over C;(LO) for any task, while SMC only drops a task if AET is over C;(LO) for an
LC task. In the discussion regarding SMC-NO in Vestal’s work, the main purpose of different WCETs is said to be the
conservativity of criticality. A conservative WCET can be used for a high-assurance task, which may reduce the test
effort for determining the exact WCET. Vestal focused on preventing the high-assurance task from missing the deadline
of criticality inversion with conservative WCET (without execution monitoring and with reasonable WCET) for
schedulability, since there is a low probability of the worst case occurring in all tasks at the same time. Both high-
assurance and low-assurance tasks run on HC mode. The main purpose of different WCETSs is executing different jobs
according to criticality [31]. Hence, the WCET of every job with a high assurance level is tested, and low-assurance tasks
will not be executed in the HC mode in AMC. However, executed jobs of high-assurance tasks may not differ between
being in HC mode and LC mode in practice. Rather, the jobs required to run on HC mode will be allocated to high-

assurance tasks, and other jobs required to run on LC mode will be allocated to low-assurance tasks.

RTA for the stable mode and the AMC-rtb and AMC-max for the criticality change are proposed in [31]. However,
generally, the criticality mode is switched to HC mode for degradation or the safe state of the system that is given to
recalculate the deadline within the fault-tolerant time interval (FTTI) at the beginning of a timing fault occurring in LC

mode in practice. AMC has been extended for minimization of stack size and multiple frequency [33,34].
Proposition 12. The criticality mode of AMC is an ICM.

Proposition 13. The AMC is a hybrid RTMCS.

Proposition 14. The WCET of AMC is an IWCET.

Theorem 15. The AMC is not a timing-partitioned system in F5, F8, and F9.

Proof: There can be LCHP tasks. If AITs exceed EMITs in LCHP tasks, then HCLP tasks miss the deadline. Hence, the
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system will not support time partitions in F5. As shown in Lemma 1, F8 and F9 can cause F5.

Zero-slack scheduling (ZSS) has been developed to solve criticality inversion in an overload condition, since criticality
inversion is the only problem in this condition [35,36]. Task t; in ZSS has two WCETs for normal mode C; and critical
mode C;, and C; < Cl-0 because normal mode allows an overload condition, while critical mode does not. Hence, Cio is
deemed a conservative WCET. In normal mode, the scheduler is intended to maximize schedulability with CL-0 as an RM
or DM parameter; RM and DM are used for optimal fixed-priority scheduling. During runtime, admission control is
required for mode switching. This calculates the slack time of higher criticality and lower priority tasks compared with
a running task. If the slack time for C} is not enough in a task with higher criticality and lower priority, then the mode
is switched from normal to critical mode, and tasks are scheduled as CAPAs. In critical mode, priority blocking of lower
criticality tasks is increased, with C? of higher criticality tasks with lower priority. Hence, the schedulability of ZSS in
criticality mode will be poor, since the schedulability of CAPA is much worse than that of DM or RM. A disadvantage is

that the scheduling overhead will not be minor, since the slack time of higher criticality tasks is continuously calculated.

Proposition 16. The criticality mode of ZSS is an ICM.
Proposition 17. ZSS is a hybrid RTMCS.
Proposition 18. The WCET of ZSS is an IWCET.

Theorem 19.  ZSSis a timing-partitioned system.

Proof: The slack times of tasks are monitored during runtime. The slack time will not be enough if F4 and F5 occur.
Thereafter, the criticality mode will be switched from LC to HC mode. In HC mode, there is no criticality inversion in

CAPA.

EDF with virtual deadline (EDF-VD) reduces the deadline for HC tasks to solve the criticality inversion problem in an
overload condition [39,40]. To guarantee HC tasks meeting the deadline in the offline phase, HC tasks use a virtual
deadline d;, which is calculated by d; = xd;. Scaling factor x is defined as follows: In the runtime phase, tasks with lower
criticality than the current critical mode are discarded, and the virtual deadline of HC tasks is not applied in favor of the
original deadline. Hence, the algorithm can guarantee HC tasks meeting their deadlines. However, total utilization will
be decreased in the overload condition, as total utilization is calculated in the LC level because a smaller deadline
increases utilization. It follows that the criticality mode is easily switched from the LC mode to the HC mode. Similarly,
EDF scheduling based on the demand-bound function was developed for MCSs in [41,42]. These studies assumed that
the relative deadlines of tasks can be freely tuned if the deadlines are not beyond the true relative deadline specified by
the system designer. Hence, they set the relative deadline to be smaller than the original relative deadline for lower
criticality mode. This has an effect like that of the larger WCET in HC mode. However, both the smaller deadline and
larger WCET decrease schedulability. In practice, we do not have enough CPU resources since computing power is

related to cost. Generally, it is hard to make a feasible system even with the maximum relative deadline being specified

10
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by the system designer. The EDF-VD has recently been extended in many studies. Under this assumption, multiple-
criticality modes exist, and a fault from HC tasks does not trigger switching the criticality mode to HC mode [43,44].
Under the assumption of the imprecise WCET of LC tasks, EDF-VD has been extended, and the criticality mode can

switch back from HC mode to LC mode according to the completion rate of the tasks [45,46].

Proposition 20. The criticality mode of EDF-VD is an ICM.
Proposition 21. EDF-VD is a hybrid RTMCS.
Proposition 22, The WCET of EDF-VD is an IWCET.

Theorem 23. EDF-VD is not a timing-partitioned system in F4, F5, F8, and F9.

Proof: There can be LCHP tasks. If AETs exceed the estimated WCET or AITs exceed EMITs in LCHP tasks, then HCLP
tasks miss the deadline. Hence, the system will not support time partitioning in F4 and F5. As shown in Lemma 1, F8

and F9 can cause F4 and F5.

The proposed system model is a context-aware, mixed criticality model that extends the execution time budget of tasks
for degraded systems in [47]. However, the model is still not matched with the practical model, and an execution time
budget must be defined in consideration of FTTI. A runnable mapping algorithm based on DM and preemption threshold
was proposed in [48]. This study assumed that runnable in the same SWCs had different criticality levels. However, this
is not a practical design, since it violates freedom from interference in memory partitioning. In addition, if different
criticality runnables are assigned in the same SWC, modifiability and extensibility will be decreased from a software
design perspective, and there will be no advantage using the Automotive Open System Architecture (AUTOSAR), a
component-based platform. From a safety perspective, software failure mode and effect analysis (FMEA) will be much

more difficult in such a design.

EDF-VD was extended in [37,38]. The studies proposed EDF with a universal virtual deadline (EDF-UVD) in which both
LC tasks and HC tasks have a virtual deadline, while HC tasks have a virtual deadline in EDF-VD. Instead, LC tasks have
smaller execution budgets than the original execution budgets in LC mode. The proposed fault-tolerant mixed-criticality
(FTMC) scheduling assumes a system model where a task has WCETSs to consider executing backups in fault cases.
However, functions for backups or diagnostics are deployed to different SWCs and tasks in the design and safety
perspective, since the criticality levels of tasks for detecting faults and backups are not equal to the criticality levels of
tasks for normal functions. Generally, normal functions are not safety-related functions, while detecting faults and
backups are safety-related functions [49]. Deadline monotonic mixed-criticality (DM2C) on ECM is recently published.
RM schedulability analysis is used for normal operation during design phase and online response time analysis (ORTA)

with conservative WCETSs is used to let system go to safe sate if analysis is failed during run-time [50].
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There are three MCS models described in prior research, which are as follows: 1) tasks with a WCET per criticality
mode; 2) tasks with a WCET and deadline per criticality mode; and 3) tasks with a WCET, deadline, and period per
criticality mode. The WCETs, deadlines, and periods are set by the criticality mode, and the assurance levels are same
as the criticality modes. For instance, if there are four assurance levels A, B, C, and D, then A assurance tasks run in A
criticality mode, B assurance tasks run in B criticality mode, C assurance tasks run in C criticality mode, and D assurance
tasks run in D criticality mode. However, generally, the number of criticality modes is greater than that of assurance
tasks, and mixed assurance tasks can be required to run in a criticality mode in practice. In addition, a single WCET for
all criticality modes is prevalent in practice. Rather, a single WCET for all criticality modes and a period and/or deadline
per criticality mode is more prevalent than models of prior research in practice because system engineers can set the

different period or deadline as a criticality mode but they do not care about WCET generally.

41
System model 1. A WCET per ICM (WCI)

T; € T,T; = (5i; Ti :DitLi)

System model 2. A WCET and a deadline per ICM (WDCI)
1, €17 = (CuT, Dy Ly)

System model 3. A WCET, deadline, and period per ICM (WDPCI)

1, €11 = (C,T,D; L)

The WCM, WDCM, and WDPCM are IWCETs. IWCETs are attractive models for reducing efforts and costs. The three models
were proposed in prior works. However, EWCETs are still predominant in practice, since it is not easy to provide a

rationale and evidence for IWCET.

System model 4. Single WCET (s-I)
1, €17 = (C,T;, Dy, Ly)

In practice, s-1is comparable to traditional RTS models. However, it is still predominant with time partitioning in practice.

Generally, the requirement or safety engineer gives time constraints with the period according to the criticality modes,

and the implicit deadline is prevalent in reducing the complexity of requirements and design.

As mentioned in section II, the system cannot reach safety with an ICM wherein tasks are decomposed. However, the

decomposition is the most important design method in MCS.

System model 5. A WCET per ECM (WCE)

12
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T € T,Mk € M'Mk(Ti) = (Ei, Ti ,Di,Ll’)

System model 6. A WCET and deadline per ECM (WDCE)
T, € T, My € M, My (1)) = (C;, T;, D;, L;)

System model 7. AWCET, deadline, and period per ECM (WDPCE)
T; € T, My, € M, My(z;) = (C, T, D;, L)
The task sets correspond to criticality modes, regardless of their assurance levels in ECM. Different EMITs, estimated
WCETSs, and deadlines for a task can be set as criticality modes and set again as assurance levels. A task has three
properties for each mode, namely, HRT, SRT, and none. Let us assume that there are three criticality modes and two
assurance levels with WDPCE as in the following:
assurance level L; = {L,, L,}

criticality mode M; = {M;, M,, M3}

We can present a task as follows:

M, = HRT,M, = HRT,M; = SRT

Cia(l) Tin(L) Dix(Ly)

M@= (1) Tl Dia(L)

Caly) Tia(ly) Dia(ly)
Mo(T) = 0ol Tia(ly) Dig(lLy)
M3(Tl-):ci‘3(L1) T;3(Ly) D;3(Lq)

Cis(Ly) Ti3(Ly) Djs(Ly)

In hard RTMCS, M5 can be NONE, and hard RTMCS with WCE is the predominant model in practice. In WCE, T(L,) is
equal to T(L;), and D(L,) is equal to D(L,). However, M;(T) is not equal to M;(T), nor is M;(D) equal to M;(D).

System model 8. A single WCET and ECM (s-E)
T, € T, My € M, M (v;) = (C;, Ty, Dy, Ly)

In s-E, estimated WCETs, EMITs, and deadlines are set only as criticality modes, with the following assurance levels:
Mi(x))=Cix Tix Diy
M,(t) =Ciz Tiz Dip
M3(t) = Ciz Tz Dig

Generally, EMITs are more exactly estimated than estimated WCETs are by static analysis. Hence, hard RTMCS with
WCE or s-E is a predominant model in practice. However, WCE is still a novel area, and probabilistic WCET (pWCET)
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can be an alternative method to provide a rationale for the estimated WCET as the assurance level [19-23]. There are
two purposes for using the estimated WCET for assurance levels. The first is to reduce the efforts in the runtime
measurement of WCET. Runtime measurement cannot fully guarantee an exact estimated WCET, and we cannot spend
unlimited efforts on the test. Hence, we can add additional execution time for high-assurance tasks instead of reducing
efforts. The second purpose is avoiding a pessimistic estimated WCET since this will lead to poor schedulability. In fact,
we may set single estimated WCETSs as an assurance level of a task in schedulability analysis. If the assurance level of
the task is low, then the reliability of the task is low. We can assume that the assurance level of the estimated WCET also
depends on the assurance level of the task. Hence, schedulability will increase if we use a single estimated WCET as the
assurance level of a task. However, this can affect system availability due to the probability that the AET of low-

assurance tasks will exceed the estimated WCET. Hence, this is still hypothetical.

As mentioned above, system models based on ECM are widespread in practice, and fixed priority scheduling is still

prevalent for safety-critical systems. Hence, fixed priority scheduling on ECM can be easily adopted in practice.

In WCE, WDCE, WDPCE, and s-E, a set of tasks exists for a criticality mode. If there are three criticality modes, then it is

likely that three sets of tasks exist in one system.

Let us assume there are three criticality modes, two assurance levels, and an implicit deadline based on WDPCE, as
follows in example 1:
M; = HRT,M, = HRT,M; = HRT
L={B,A},B > A,C(B) = C(4),T(B) < T(A),
L,=AL,=B,L;=B

2 5 2 10 0 0
M;(ty) = 1 g M,(ty) = 1 10 M;(ty) = 0 0
4 10 4 10 4 10
M;(ty) = 4 10 M,(ty) = 4 10,M3(72) = 4 10
3 20 2 5 2 5
M;(t3) = 3 20 My(t3) = 2 T M;(13) = 2 5

For M;, we, can assign the lowest priority to t; based on the SMC RTA as

R;
R, = (i + Z [Fjlcj(l‘)

tthp(i)

This can be verified for M, as follows:

R, =3 Ry 2 Rs 4 for M
s =3+ [g] 2+ [gg| 4o
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R —3+[R3]2+[R3]4 M
3 = 5 10 for M,

The solution is 19 for M, but there is no solution that involves assigning the lowest priority 75 to M,. Hence, fixed priority
scheduling for MCS, such as SMC and AMC, is no longer optimal. Example 1 is close to practice, since the high assurance
task 73 works slowly with a longer execution time in normal mode M;, and the period of the high assurance task 7 is
shorter to meet FTTI instead of reduced execution time to uphold important safety functions. For M,, if we assign the

lowest priority to 7,, then the set of tasks is feasible at time 10; this is shown in the following:

R —4+[R2] 2+[R2] 2 for M
2 = 5 10 for M,

With a practical example, we showed that prior fixed scheduling for MCSs cannot schedule for different criticality
modes. The MPP involves the following steps:
e R1) Priority assignment with fixed priority scheduling, such as SMC or AMC, is performed for a set of tasks on
a criticality mode.
e R2) Schedulability analysis is performed for a set of tasks on the next criticality mode with the previously
assigned priorities. If the task set is not feasible, then go to R1.
e R3) Atask has priorities corresponding to criticality modes based on R1 and R2.
e R4)If the mode is switched, the priorities of the tasks are also changed.
e R5) For time partition, execution and arrival monitoring are performed. If faults occur, then the mode is

switched as a safety scenario.

The MPP with SMC in WDPCE is as follows:

M,(R;) = M;(C) +
tthp(i)

[ i ; m(Gw). @

The MPP with SMC in WCE is expressed as

_ l(Rl.)
M (R) = M(C) + Mz C (L) (2)
tthp(i)
Finally, the MPP in s-E is given by
M, (R:)
M (Ry) = M,(C}) + [ lT, l M,(G). 3
tthp(i)

RTA should be performed for each criticality mode in (1)-(3). Equations (1) and (2) are based on SMC in WDPCE and
WCE, respectively, and (3) is based on traditional RTA in s-E. We show the transformed RTA with SMC and traditional

approaches. However, a priori works for fixed scheduling in MCS can be transformed with the MPP.
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A scheduler for fixed priority scheduling generally requires a data structure with a single priority for a task. To extend
existing fixed priority schedulers to support MPP, the scheduler also requires only mode information and corresponding
priority. Typically, the system does not have many criticality modes; the number will usually not be over 10. Therefore,
increased memory size is also a minor issue for implementation in consideration of execution and arrival time
monitoring. From a performance perspective, when criticality mode is switched, the scheduler directly uses priorities
corresponding to the criticality mode. There is no additional scheduling overhead. Simply, the data structure can be

modified as follows:

7, = (P, C, T, L) - 7, = (M, P, C, T,L;)
where:

: Priority

: Interarrival time threshold

P;
C;: Execution time threshold
T;
L;: Assurance level

Mi: Vector of criticality mode

—

P;: Vector of priority

-

C;: Vector of execution time threshold

T‘i: Vector of interarrival time threshold

At the beginning the development phase for MCS design, hazard, and risk analysis are performed based on the
architecture and design. The safety goal comes from the hazard and risk analysis, as follows:

e SG1: Avoid high-voltage battery out gassing (ASIL-D); and

e SG2: Avoid unintended high voltage (ASIL-A).

Each safety goal is assigned as an ASIL. After defining the safety goals, we generate functional safety concepts (FSCs)
that derive safety mechanisms and safety requirements with ASIL. Based on the FSCs, we generate technical safety
concepts (TSCs) that map logical elements to technical ones. During generation of the FSCs and TSCs, we generally
decompose to degrade ASIL as much as possible in consideration of design aspects like modifiability, extensibility,

complexity, and performance. Thereafter, SW and HW architectures are designed iteratively.

MCSs require memory partitioning for freedom from interference. Lower ASIL SWCs are not allowed to write data to
the memory area of higher ASIL SWCs. In AUTOSAR, we can make partitions with application containers that include
tasks. In supervisor mode, we give full permission to the highest SIL SWCs, which can access all memory areas and
registers. Other SWCs are required to set the accessible memory range in user mode. In Fig. 1, each core has three
application containers, where Application_ABCO is ASIL-A on core 0, Application BBCO is ASIL-B on core 0, and
System_Application_CO0 is ASIL-C on core 0.
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cmp Core )
Cored I Corel

] + Mpplication_AE00
| +Agplication_BB00
J + Sysem_Appliation_J0

| + Application_ABC1
] + Application_BBC1
| + Sygem_Mpphcation_C1

Fig. 1. Application containers.

Figs. 2 and 3 show tasks assigned to cores 0 and 1, respectively. AUTOSAR has the limitation that a BSW stack must be
placed on only one core. We allocate the BSW stack to core 0, as MPC5746 supports the lock-step function for this core.
The number of tasks in the system application on core 0 is more than that on core 1, since all device drivers are allocated

to core 0. Instead, we allocate all application SWs to core 1 except for the sensor/actuator components.

omp Caret S

Appiio stion_a S0 |

Sy ciem_Applicaion_C1 l

- Task 1s ABCH
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+ Tas 3z ABCH
- Task 100ms_ABCH
_‘ = Task 10ms ABCH
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+0sTask niBew CORE1
+0sTaknit_CORE1
+Tas_10ms OC4
+Task Foms CC1
+Tam 2oms CC1
+Tam Sarar BEW_C1

Appio stlon_EBC1 I

=* Tazk 15 2801

i Task Z00ms BECH
- Task 20ms BBC1
o Task 100ms 28C1
- Task 10ms BBC1
T+ Tas scoms_22C1
_‘ + Tas nitipp_BBCH

Fig. 2. Tasks on core 0.

omp Cared 7
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Fig. 3. Tasks on core 1.

For time partition, we use execution time and arrival time monitoring. However, generally, the threshold values are much
larger than the estimated WCETs and EMITs since the purpose is to detect systematic and random HW faults rather than
time faults from scheduling. Hence, we can also consider time partition from scheduling policy or algorithms with the

estimated WCETs and EMITs.
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Prior studies for RTMCS have been researched based on ICM. Although EMC is more complex than ICM is, ECM must be

considered for developing practical real-time scheduling algorithms. The proposed system models based on ECM can be

used for the assumption of MCS in future studies. In addition, the MPP can be easily extended to overcome limitations of

prior works and adapted to existing real-time schedulers, as well as the AUTOSAR platform, with implementation

considerations. This article only considered fixed priority in ECM. Hence, dynamic priority scheduling algorithms and

locking protocols based on ECM needs to be developed in future studies.
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